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Abstract: In order to further improve the rate of polynomial multiplication in lattices post-quantum cryptography,
and considering the different parameters of polynomial multiplication in different lattices, a high-speed reconfigurable num-
ber theory transformation (NTT) arithmetic unit is proposed in this paper, and the corresponding data scheduling scheme is
proposed to solve the problem of time sequence conflict and space conflict. In this paper, we first analyze the operation char-
acteristics of NTT algorithm in different lattice-based post-quantum cryptography algorithms, and propose a 4X4 reconfigu-
rable operating unit to meet the needs of 2/3/4-NTT operation in different bit widths. Secondly, based on the above hard-
ware design, a data scheduling scheme based on the basic 4-NTT algorithm is proposed to solve the timing conflict problem
in the highly parallel multi-pipeline-level design. Finally, a multi-bank data storage scheme based on m-coloring algorithm
is proposed to solve the problem of data access conflict. Experimental results show that the hardware structure designed in
this paper is capable of implementing base 2/3/4-NTT and its inverse operation functions, and can support a variety of latry-
based post-quantum cryptography algorithms including Kyber and Dilithium. The maximum parallelism degree supported
by the hardware is 4. In order to further verify the superiority of the hardware design in this paper, Xilinx Virtex-7 device is
used for experimental verification. The working frequency is up to 169 MHz, and the NTT algorithm function can be com-
pleted within 0.40 s, and ATP is reduced by about 42%. Integrated implementation on 40 nm CMOS process nodes results

in a 18%~90% reduction in the AT volume of the hardware design compared with existing designs.
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HTTHY T AR SR S 2 18] step=4, K I T2 MAFA w1
] 4 2 % 10,0a,,1,0,,5,0;,5 %, {01,4:0,,5.0,,6:0,.7 )
{ai+87ai+9’ai+107ai+ll}’{ai+12’ai+13’ai+l47ai+15}ﬁj&ﬁ?ﬁﬁ

PRI G 3018 B BE IE AT stage-3 132 B, 1) 7F stage-4

i, BLYRBE 4-NTT 8P 12 5 13 A B 4o Z )20 Ko
L, i — > U 0] M bk AF 6E R 4 4 % 2L %R e
{a,a,,,,a,, 50,5}, stage-3 AT B TF 5007 35 AN 52 10
stage-4 Jri S . Y stage-3 TEHFATIZ ST, LUia B
{ag.a,,ay, a5} NP, stage-2 HLITHN A B di 5 2 [H)
KN 16, M4 9 A JE HH 0 I i 28 1 7 R DA S B
stage iy 2 IHFE 161> eycle, 58 BT A BRI A, HHERE
stage-2 WhZILTE T IR iz B0 HT 74 eycle 58 ML 75 B
ag.a,,a,, ~-~,a15}1+5li]|§l@$éﬁ)\, E“%ﬁi{ao’auaz’ e dg
A% A . [ FE, HEHE Y stage-1 ZEHT 147 eyele 75 B 5E ML
{ag,a,, 0y, a5 VITA BHEAVEIA , 5 HTHE SR 2

A ) R AR A D DR A T R RO P 4 A
fift, Bl Z 1) 9 90 5 O 22 L TE 11 stage-2 HERH stage-1 1 i}
PRSI DR B, 32 B A 300 2 B vk ) G K
A 7 2P 5 T, ZTEAFAR T, AS e+ R 22 00 =X 2 50
Jp HEAT (8] B0 PF 2 L 474l D7 58 I 25 (0 B s 7E U7 A7 AN
TR ELAS TR ) R TG VEA ek S bR ) A A

Z JE R NTT ia 5540 5 1 44 stage 1 BT AR
A A R 2 [ 5 2 K R AT RE M 1,416 .64
ek, b B Z Al g S KR E R L E 64 B2k
He R K E 40, B 5 A ERR T H stage-4
I 21 38 3 stage-1 75 ZEAE 21 1> eycle P 58 B £ 95 i
A, H stage-2 . stage-3 [RIFERE WS 1 &2 )i 8l 7% 14, Kk
P54 5 16 UM [A], A SCHEBEAFAE B S 5 20 KR 4
W AE A O 5% PE i, A7 i AR HE 4% IR ram_data =
{a,a,,,.0,,5.a,,, B X FE AT PF 32 FAF 68, Hrp
%16 <3, TEIZAAAH T 28T, AR08 44 2 i 2 JC i)y o
ENIEC G IE S

TE R FEAE T 2 BT DA K stage 8] 19 250 s BR il 56
R LA b, AR SCEOT B IR R T E I 6 s
stage-1 . stage-2 LA 5 stage-4 1% 80 95 8 BF LA 550085 19 A1
RLEE , 35 2R FHAUZ for 16 P 45 S5 9, f KB 2 b IR
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TEBUE B AW B, B8 stage-3 A1, INFEAE 2§ 32 S 1

16x16 bit B 3275 ZLHEAT HIF 5 R i A B2 5 o0
H, stage-3 AR 76 i 132 BUW PP B 18 ot A =iz
AT,

aglay | ay|a; ag | ay|ag|ap
suged (o1 ]2]3 suge-d [0 ]2]s
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stage-350|1|2l3§ stage-3§0|112I3§
7 cycle 14 cycle
e 1 ‘ I .
stage-220|1|2|3 4|5|... |15§ stage-250|1|z|3 4|5|... |15§
14 cycle 21 cycle
1 I
N\
suge-1 |0 [1]2]3] [s]ws]u] = o] swger [o]1[2]5] [is]is[i7] . Je]
P55 O [RIEdE DR O 5
ram
L
ofafselisols]2]6]w]wu]s]7ufs NTT-input
1620 24|28 [ 17| 2125|2018 2226 [30 [ 19| 23 [ 27 [t ram
stage-1 S
32|36 |40 (44 (33 [37[41[45]|34]|38]42]46|35[30[43[47 o] dy,dy,dg,d)y
48 [52] 5660 a0]s3]s7(61]s0]s4]s8]62]51]55]59]e (4] Gi6>Ga»Gays g
o [16]s2fas| 1 [17]3s]ao] 2 [us]aa]ua] 3] 7 [ui]1s (8] @ss 6,00,y
4 203652 s [21|37] 53] 6 [22]38]30]19]23]27]31
stage-2 12| Gys, sy, 5650
8 [24]a0[s6[ o [2s[a1|s7]10]26 a2 a6]35]30[ 43[4
12|28 4|0 [13]20]as o1 ]1a]30]s8]62]51]55]59]e3
o 1 w6|2[17]32] 3 [18]3s]as]10]3a a0 35 50]51
4| s [20] 621367 [22]37]s52]23]38]s3]30]54]55
stage-3
) s | o[2a]10f2s 40| 11]26]ar]s6]27]a2]57]43]58]5s0
ram NTT-input 12| 13|28 1420 4a[1s[30]as [0 |31 [46[61[47] 62|63
— o4 s[r2]6]20]24]28]32]36 40 4a]48]52]56] 60
o] ap.ay.a5,, > gy g5 Ahog
1] s |9 i]r]ar]2s|20]3s]37]a1]asa0]s3]57]61
Ay, g A7y, g Ay, Ay, 136, a4 stage-4
i o s o 2 [ 6 [w0f1a]is]22]26]30]34]38 42465054 ]58]e2
12821322 71362"140 N 37 s |wf2s]2r]a]ss[s0]as]ar]s1]ss5]59] e
Stage v L8] g oo, Ayga g Q50365 A0, Aos

v

Flo it /K T G R IR EE 7 58

AEE FAE G547 NTT 1Y 3 )2 for E M iR E L5 1, AR
SCBETT I T8 3 7 28 M i R B B b, S 30 B 7K 1)
JCBETT AT IE K T BI85, IR stage-1 \stage-2 Fll
stage-4 1445 Tl 32 %5 25 F4 AR [, 76 2 1 25 58 B 75 22
BAME N stage-3 12 W RN 4% 32 5 . 7850 A7 i
I, 17 i &% 1Y 7 55 My 64 bit, KU 76 17 % &% v 12 18
ram_data={a,,a, .4, a,,, } FIHEFIIF 64 7 078 FAT
fith . SR, MR ZERAE B2 A6 — SR I PN (] s 32 B 4 201
RO, WU T RAM S SR TC M3, o0 T SC AR T 1
oI B R B T B T X AR A 0 T R T g — 2
fiff5z .

5 ETEREZNZBankFiEAER

TESE 3T BB, APt B9 07 58k 64 bit, B {415
TR R RIFATEE Ry 4, B A A7t o5 T 442 B ram_data=
{a,a, . a, ¢ a,, ., WHESE AT SRS , B4
HH M\ 64 bit f7 T B FEAE w5 7] I 32 B 4 20 5508, 38 18 &

4 A AH TR A9 RAM 76— JE I N b AT 25, 25388 Jin o
AOAEAE T BRI I 2 24 . I, A SCEE AR BE & 4 Y
TEAETF 89 B AT , AR 95 555 4777 o i VA A R A o
RAM 435 224> Bank X8 #4773 B e fith , FE A T8
FIAFIR IS 2 o, Bank 22 [0 R A7 76 500 U 1) w2 ) 1T,
[ AT, 26 Hh Mk P 2 46 322 B 3 ) 322 b ki 4 02 R A=
K SIS b1k I — b e S 1) PR A A bk L

WRHEERE 3BTt , LAAE A 2% 64 bit B AA A8 B8y 2
{7, 7€ NTT iZ 88/ 4 4> stage W , [7]— B 80 ) 391 15 () 776
PR BEAEAEAE ] — Bank 2 P, 75 10 25 S B8
] w2, A 1L Bank (9450 R 24 AS 0 F 54N I S, [
1t Z2 1 Bank BEiT BRI G B, M5 4L TR
(] w5 1 B 20 1Y Bank 50, X B0 217 B0 BE, 1 3
ik 18 2 4632 L B RN R B A A A RO
/INH 6464 bit, 64 LA EEEE 2 b, AL BIE Y 5 H A
Bl iy 9 B s v o€ AN REXI 43 B[R] — Bank WP . A
BRI 53 Bank, DL 134 64 41776k B0 R IO, , 40 B B9 o
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TR FI IR , 28— K TC 1] 22 38 1], Xof Bank FY
$a) 4 RIS T A5 AT 6 00, 36 €0 ) R TR B 60 1) T A 3R
HH 25930 53 B[R] — Bank v, AHAR IO RIS RE G W) —
P AR L (R BRI, BEAE R A7 it X (4 A7 il 2
()RR A g TG 1) PEL B4 3 ( TDE, AN 7 s

A BL
A c©1l 1 =0 0 0
1 o1l -0 0 0
1 1 o0 0 0 0
00 0 o0l 1
00 0 1 ool
BL 000 1 1 o
64x64 KA R

K7 NTT SRR IR I b o (B 5 1 i 2= [ g

T 66, [0) 021 i 1 SR BT A T B W) B Ak
90, SR IFHRUC Ry B AT A €0 . A b R 0] R ) i 5 1]
B B 2R DR 45 R 30 244 7 23 50 I — ¥ 20 i, L
S IR B AR TRAR T vh 5, W AE S A 25 s b S 45 26
— BT S R WA T AT E S 1, &
DU, X 22 17 AR 1 S o R R S A R ol S > i T
KA T =0, AR T m A A 22l B
HR S A vhaE UL TE] 9 3 S FT S R AL 4 Ak, b — T
SR U AR I S HE , B0k 6 R T JC In] P T A
FRuk-M Rl TR

i 3 7 6 48 B 1 Bank By 4, G A7 it )
I3 BLANE 8 R Horh, I HE N BT R A A% S num, 7
&8s A ram_data={a,,a,,,,a,.4,a,, ,},nuM=i+i>2,
Hi%16<3.

g6 kEEMSEGEX
Eﬁ)\:)ﬁrﬂﬁﬁr@GaZ%,al, e d,
Hid:a=ay.a,, - a, HEOITE color

1 color=0;k=1;m=1;

2 while(1)

3 while(k > 0)

4 color[k]=color[k]+ 1

5. while(color[k]< m)

6 if (conflict(G, color)) break
7 else color[k]=color[k]+ 1
8 if(color[k]<s m&k=n—1)

9. return m

10. if(color[k]< m&k <n—1)

1. k=k+1

12. else color[k—=]=0

13. k=0m=m+1

N AR A ) & BT Y S AR e, o 2% 1) AE A A
K IEAF At T num VE S SR U5 18] b bl 3 G b5 Al
iZ 3 4 A Bank 2% 5 Bank num F1 Bank £ PN 3K b hik
Bank_addr Bt Fik s Hefifs A

Bank addr=num>2,
Bank num[l: 0]={num[5]®num[3]®&num[1],
num[4]®num[2]®&num[0]}.

it 4 41 bR 4 3 Bank , FEAEAf AR O BE T HOIMA
Butterfly (2% 3l i Bank num X2 % 26 54 7 B 52 PRAL
PEVIR], FEIMA I FHARAE R 72 AN [A] stage 23X 4%64 bit
B AT N R T, B i T K n] R S
BRoTrh T, 5 N AR S S Huhk— [R]E i But-
terfly P 2%1)7 (A 74 Bank , BeZ AT TN 9 T .

32 [ 36 [ 40 | 44 | 48 | 52 | 56 | 60

33 | 37 | 41 | 45 | 49 [ 53 | 57 | 61

34 | 38 | 42 | 46 | 50 [ 54 | 58 | 62

35 [ 39 [ 43 | 47 | 51 | 55| 59 | 63

Bank0: || Bankl: [ |

Bank2: || Bank3: [_|

B8  Z Bank Bt 5

6 ELWHERSHH

Sk iE— 2 1 B B R T O R M AR S A i A
FPGA 140 nm CMOS T. 2 F #4750 5%, I3F 55 JLAF
NTT 53 (A OCRE R SR HEAT T X B AT . AR S
JEi ) Vivado2019. 1 A AT L5 G I UL A5
A Virtix-7 H ) xeTvx485tffg1158-3, fiw = T AF 4l % ik

169 MHz. 2 HARRE/R TASCIITE FPGA X HA
(7] SRR R {2 S ) XoF (] o 2 50 NTT B8 3 Al 6 30
& 3B AR SCBETH R FE ASIC 2544 F IPERES B S
FHICHIFFE AR Y EL A

TE ] AT EE AR S T8, AR SCBEH A NTT &
AR A SR A R I NTT 3L fESE S5
AERE S F5 16 bit LLF (16 ~ 32 bit KL AR AY NTT 5%,
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- NN 2N 3 i PIL < N
| g I Y B L\ A #If 4x64
4x64 # | X >>2 g >
w_addr3 >© l » 1 7 P Bank2 P | | |« »
wadded | 52 l p{ Bank3 <p | |« > A
Write 4 A Read
_— Mk —_— Bt —p Pl
9 kG w90 £ Bank fEAH AR E5 14
F2 FPGARIZERITEE
» ATP
XF STk T2 n, log, (q) Freq/MHz Cycles LUT/FF/DSP/BRAM I 4/ s
(LUT+FF)XTime
SCHk[4] Virtex-7 25616 228 556 2294/1 645/7/3 2.44 9.6
SCHKIO] Virtex-7 25616 147 160 7 400/5 000/24/24 1.09 13.5
ScHk[10] Virtex-7 25613 186 156 11 000/5 182/64/12 0.84 13.6
CHR[5] Virtex-7 51214 154 151 28 616/4 211/24/48 1.00 32
25616 68 0.40 7.41
AL Virtex-7 169 18 120/4 000/64/1
51214 148 1.56 18.85
F3 ASICKIGLERITLL
SRR T4 n, log, (q) Freq/MHz Cycles HiF IE /s [1%/kGe AT /(s*Ge)
SCHRIS] 28 nm CMOS 25612 300 41 0.137 521 0.071
SCHRS) 40 nm CMOS 25613 72 1289 17.903 19 0.34
SCHk[11] 65 nm CMOS 51223 970 — 0.544 571 0.311
SCHik[10] 28 nm CMOS 25613 540 32 — 581 0.034
25613 72 0.105 0.032(0.031)
A3 40 nm CMOS 684 301(292)
51223 580 0.848 0.255

H A5 5 0 SR A R R T Seik (9] Scik[ 10],
A SRR F ATP B2 45.2% , SCHK [4 ] 3 —
il pipeNTT {42544 , 5 H] 1 log(n) 4~ PE 0T Ff 47 4
G, B PE B4 5 NTT 553t 9 — > stage, [A1 1)
B PEAIAC T AAAE TR , A SCAHEZ SCHR , ATP A8 34 R
1 22.8% , IS8 T W CF D) g LAY . SCERES [ it
TR PERERY NTT N 5148 B it 7 Jo U5 0] w52 (1) 7 i
7 I AR T AR RH |, A LI SOk, A SCiy R
BT ATP FEAIE T 41% , 7675 1Y Bank 0 B 870>,
BRI 2 A A A

FE ASIC I I SE 5 S rh , i T4 S F s A F Y
T2 SN ARTE] BRI AE P B X EE R A E Bsf A 5% 05
FERYRBLAT BOAE R EZF bR . SCHR[S &I T —3K
VPQC [i] S AL FEES , %F NTT 12 B B e kAT T & = Ak Ab

BEBERAGIFEATRE S 32, BAR AT NTT iz B354 14 JE1 4]
B T AR A BR 6 S B0 & AT I B AL T
ARSCBETE . SCHRI8 ] Y38 8 BT S AR SCBE T Rk
B AR K A NTT 25 5 INTT 18 B 9047 T % — 1k ik
T H B B AW INTT S & B BR s B8 — e — 5
HY I 2 5 BRI AR 9% T s ikl R i 8
Uity I RAM [FFAESEAE LA BT AR AE B0 E ATk 41k
T, SECE AR YERERIUAE , A SO T [ 5 AR R 2
JCHHE A 1 RAM, 76510 B kAT T K2kt
UeAE AT BT AR EOZSCIREE T T — 8 2. SCik[ 10]
K 32 BEIFAT T, B S2 R 24 bit (Y NTT B8, AL
BT RS A AT B S B 2 T W B SR i i e
% 32 bit. M T ICHRC 11179 NTT o0 i e 5 3, A
SCAT A RFFARL 18%.
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